
/ MMU 

\ 



1 Cell_cycle 



^ /OPICI \ / MMU N, / GPIC2 N ^ / MMU ^ / EPiCO ^ / MMU N ^/ePICI 



/ MMU 
\ 



\ / EPIC2 \/ MMU ^/ 1PIC ^ 



lb 



Protocol! CGnanDGiiell Messages 



30 


28 


26 


24 


22 | 20 I 18 


16 | 14 


12 


10 


8 I 6 I 4 I 2 0 


Opc 
ode 


IP 

IPX 


Rese 
rved 


Nxt 
cell 


Src Dest Port 


Cos 


J 


S 


E 


Cr 
c 


P 


o 


Len 



62 | 60 | 58 I 56 I S4 | 52 I SO | 48 I 46 I 44 | 42 | 40 | 38 I 36 I 34 I 32 



Module Id Bitmap 



30 


28 | 26 24 


22 


20 


18 16 


14 


12 


10 


8 


6 


i | 4 


1 2 0 


R 








Bc/Mc Portbitmap 














62 


60 58 1 56 


54 


52 


50 | 48 


46 


44 42 


40 


38 I 36 


34 32 


PF 
M 


New IP checksum 


M 


MT-Modld 


T 


TGED 


Mod 
opcode 


c 



30 ( 28 


26 24 22 


20 18 16 


14 12 10 8 1 6 1 4 1 2 1 0 


U 


Untagged Portbitmap / Src Port Number (bit0..5) 



62 | 60 


58 56 


54 52 


50 48 46 44 


42 


40 38 


36 34 32 


Rsvd 


Matched 
Filter 


Vlan Id 


Src Port 


Remote Port 



30 | 28 | 26 24 22 20 18 16 


14 


12 10 


8 


6 


4 2 


0 


CPU Opcodes 


TimeStamp 



62 | 60 | 58 | 56 54 52 | 50 I 48 46 | 44 42 


40 38 | 36 34 | 32 


R 


L3 Port Bitmap 




Side Band Channel Messages 



30 | 28 | 26 


24 | 22 20 


18 f 16 I 14 


12 10 8 6 1 4 


2 1 0 


Opcode 


Dest Port / 
Destination 
Devld 


Src Port 


DataLen 


E 


EC 
ode 


Cos 


C 


Address 




Data 



Lfcy-er -five- 



L<y-j<. r free - 



Ceil Request 



EgM 

0 



MAC_TX_F!FO 



I 



EgM 
1 



Ho 



MAC_TX_FIFO 



TX_MAC 



74 



Ho 



CPS CHANNEL 



R-Chmnd 3: -bits 



MAC_TXJTFO 



T 



EgM 
a 



7 




TX_MAC 



* 5 /° 



LineU w 


FC | LC | BC/MC I Cpy_cnt(5b) | Celljength (7b) j CRC (2b) i NC header (16b) J Src Countt6)IIPVIP' 
ITune.Stamp (14b) | 0 bn(2b) | P| NextCellLen(2b)|CpuOpcode(4b)| Cell.^ (1).9B) 1 


Line 1 ^> 


. _ Cell_data (10-27) Bvtes 


Line 2 


. Cell_da& (28-45) Bvtes 


Line 3 *~ 


. Cell_data (46-62) Bvtes 



0! 



1 



T 



Transaction 
FIFO with 8 
COS - 
Priority Qs 



1 I I M I I I 1 



5 



cos 

Manager 



ScheduJer 



Packet 
FIFO 



APF 



r 



CPfD.M-Y 



C?tD_M-l 



13? 



/37 



MACLJX.FIFO 



TCf 
— * 



TX^MAC 



Nxt_cefl_xk 
* * 



NO 



77 




Grt-nw.fi* oj cpuvcpid 



Cdl_<iata % 




Data Flow 



20 



r 




Port Based 




802. lq 


Vlan Table 




Tagged 






Vlan Table 







ARL ENGINE 
(L2/L3 Search 
Engine) 



1/ 
/ 



FFP 



ARL Table 
+ L3 Table 



V 



Rules Table 



\- - 



22_ 





^'1 

=51 
"I 

I 

I 

I 

I 

I 

I 

I 

1 

I 

I 

I 
I 
I 
I 
I 
I 



CP-Channel 
Buffers 



SCH ARL MSG 
Buffers 



CP- BUS l/F 
* 



7~ 
/6i 



SCH PIO 
Registers 



SCH BUS l/F 
% 



S-Channel S3 



'5- 



/6 



FFP Programming Flow Chart 



FFP 
Programming 



Identify al the Protocol 
fields of interest. 



Determine Packet Type and 

Fitter conditions. Cs^* 



17-2 



17- J> 



Construct Filter Mask 
depending on Filter 
conditions and Packet Type. 



Select Inclusive or Exclusive U-7 / ^) 

Filter depending on Problem ! C*** 0 ^^ 
Type. 



Yes 




< No- 




/7-7 



Yes 



Use Egress Mask 



Construct Rules Table 
Entry. 



1^)7- to 



17-f 



Insert this Entry into Rules 
table. 



1/ 



v < 3 . n 



r 



Age User Expired-> 
SbvtARLAfng 




It'?*- 



Does tfae Port belong 
is ARL Module. 






JPKK1 






V# AA^^W 


Offset 


l/lliCI 










For 


For 


For 


For 








Ethernet 


Ethernet 


SNAP 


SNAP 








n 


II Tagged 


Untagged 


Tagged 








Untamed 








Destination Mac Address 


Mac 


6 Bytes 


0 


0 


0 


0 


Source Mac Address 


Mac 


6 Bytes 


6 


6 


6 


6 


Protocol Type 


Mac 


2 Bytes 


12 


16 


20 


24 


Destination SAP 


802.3 


1 Byte 


■V T A 

NA 


NA 


14 


18 


Source SAP 


802.3 


1 Byte 


NA 


NA 


15 


19 


802. lp Pnonty 


Mac 


3 bits 


NA 


14 


"VT A 

NA 


14 


VLANId 


Mac 


12 bits 


NA 


14+ 4b 


VT A 

NA 


14+4b 


TOS Precedence 


DP 


3 bits 


15 


19 


23 


27 


Differentiated Services 


LP 


obits 


15 


19 


23 


27 


Source IP Address 


DP 


4 Bytes 


26 


30 


34 


38 


Destination IP Address 


D? 


4 Bytes 


30 


34 


38 


42 


Protocol 


D? 


1 Byte 


23 


27 


31 


35 


Source Port 


TCP/ 


2 Bytes 


34 


38 


42 


46 




UDP 












Destination Port 


TCP/ 


2 Bytes 


36 


40 


44 


48 




UDP 












TCP Control Flags 


TCP 


1 Byte 


47 


51 


55 


59 


(For aligning on Byte 














boundary 2 bits of 














reserved bits preceding 














this field is included) 














Data at Offset 1 


NA 


8 Bytes 


Data 


Data 


Data 


Data 








Offsetl 


Offsetl 


Offsetl 


Offsetl 








From 


From 


From 


From 








start of 


start of 


start of 


start of 








IP /IPX 


IP /IPX 


IP /IPX 


IP /IPX 








Header 


Header 


Header 


Header 


Data at Offset 2 


NA 


8 Bytes 


Data 


Data 


Data 


Data 






Offsett 


Offsett 


Offset2 


Offset2 








From 


From 


From 


From 








start of 


start of 


start of 


start of 








IP/IPX 


IP /IPX 


IP /IPX 


IP /IPX 








Header 


Header 


Header 


■WW 4 

Header 


Data at Offset 3 


NA 


8 Bytes 


Data 


Data 


Data 


Data 






Offset3 


Offset3 


Offset3 


Offset3 








From 


From 


From 


From 








start of 


start of 


start of 


start of 








IP/IPX 


IP/IPX 


IP /IPX 


IP /IPX 








Header 


Header 


Header 


Header 


Data at Offset 4 


NA 


8 Bytes 


Data 


Data 


Data 


Data 






Onset4 


Onset4 


unset** 










From 


From 


From 


From 








start of 


start of 


start of 


start of 








IP /IPX 


IP /IPX 


IP /IPX 


IP/IPX 








Header 


Header 


Header 


Header 



F i c v AO 



Filter Mask Foinnmott: 



Filter 
Enable 
(lb) 


Counter 
(5b) 


Rem 
Port 
(lb) 


Output 
Mod 
(5b) 


Output 
Port 
(6b) 


TOS Prec 
(3b) 


Diff Serv 
(6b) 


802. lp Prior 
(3b) 


NMA 
. Enb 
(lb) 


No Match 
Action 
(10b) 


Data 
Offset 
4 (7b) 


Data 
Offset 
3 (7b) 


Data 
Offset 
2 (7b) 


Data 
Offset 
1 (7b) 


Ingress 
Port 

Mask 
(6b) 


Egress 
Modld 
Mask 
(5b) 


Egress 
Port 
Mask 
(6b) 


Field Mask 



Field Mask Format: 



Dest 


Src 


Prot 


Dest 


Src 


802.1 


Vlan 


TOS 


Diff 


Src 


Dest 


Prot 


Src 


Dest 


Mac 


Mac 


type 


SAP 


SAP 


P 


Id 


Prec 


Serv 


IP 


IP 


IP- 


Port 


Port 


addr 


addr 


(2 B) 


(IB) 


(IB) 


Prio 


(12b 


(3b) 


(6b) 


addr 


addr 


OB) 


(2B) 


(2B) 


(6B) 


(6B) 








(3 b) 


) 






(4B) 


(4B) 









TCP Cntr Flags 


Data 1 


Data 2 


Data 3 


Data 4 


(IB) 


(8B) 


(8 B) 


(8B) 


(8B) 





f~Oh J Wis 



IPs 




-vis 




I 



■ Count 
er 
(5b) 


Output 
Mod 
(5b) 


Output 
Port 
(6b) 


TOS 
P 

(3b) 


Diff 
Services 

(6b) 


802. lp 
Priority 
(3b) 


Actio 
ns 

(nb) 


Filter 
Select 
(3b) 


Ingres 
sPort 
(6b) 


Egrs 
Mod 
(5b) 


Egrs 
Port 
(6b) 


Filter 
Value 
(512 b) 



































































































































































































# • 



30 I 28 I 26 I 24 I 22 1 20 I 18 I 16 1 14 1 12 I 10 1 8 I 6 1 4 1 2 I 0 



Source IP Address 



Multicast DP Address 



L3 Port Bitmap 



L3 Module Bitmap 



Unused 



TTL 
Threshold 



Source Port 



1 




SearcA IP 





— da_^ 




do 





ye j 





5 



COS 


C 


NCA 


802. lp 


Rate 


Rate 


Rate 


New 


New 


New 


Queue 


P 


(2b) 


Priority 


Counter 


Counter 


Discard 


Code 


COS 


802.1 


(3b) 


F 




(3b) 


(8b) 


Threshold 


Thxcsho 


Point 


Queue 


Priority 












(8b) 


Id (8b) 


(6b) 


(3b) 


(3b) 



4- 1 b-tA^e 



Offset 
Field 


Offset 1 


Offset 2 


Offset 3 


Offset 4 




0-1 5 


16-3 1 


32-47 


48-63 


001 


8-23 


24-39 


40-55 


56-71 


010 


16-31 


32-47 


48-63 


64-79 


on 


24-39 


40-55 


56-71 


72-87 


100 


32-47 


48-63 


64-79 


80-95 


101 


40-55 


56-71 


72-87 


88-103 


110 


48-63 


64-79 


80-95 


96-111 


in 


56-71 


72-87 


88-103 


104-119 



Figure 31 










f 














i J 




A 




Y 




J2 



• # 



K4 

(Partial Match) 




l&e 802.1p priority 
faf ues is packed from 
life TOS Precednce 
field in the IP header 
titpacket is Ipv4 only). 

Regenerate CRC 
Clin tne message. 




The TOS Precedence 
value is picked up 
from the 802. 1 p 
priority Seid (only if 
pktislpv4) 
Recalculate IP 
Checksum. Set 
Regenerate CRC in 
the message. 




Replace TOS 
Precedence field in 
IP Header with 
TOS_P field Gvm 
the Filter mask. 
Recalculate IP 
checksum. Set 
Regenerate CRC in 
the Message, (if 
pktislpvi) 




33 



Iii-Profile Actions 




3Wi 



iTbe 802 Jp priority 
]t values is picked 
|f Grow the TOS 
'.JPrecednce SeJd in 
f^the IP header (if 
Zl packet is Ipv4 

*" only). Set 
= Regenerate CRC 
in the message. 



N 




The TOS 
Precedence value 
is picked up from 
the 802. Ip priority 
Beld (only ifpkt is 
Ipv4 ) Recalculate 
IP Checksum, Set 
Regenerate CRC 
in the message. 



Is bit2 of 



Y 


action field set 








r 






Replace TOS 
Precedence Beld in 

IP Header with 
TOS^P Beld in this 
entry. Recalculate 
IP checksum. Set 
Regenerate CRC in 
the Message, (if 
pkt is Ipv4 ) 


N 




► 


r 




K2 











P~lfcrU.R-£ 





Select Cos from the field in 






Is j Filter mask. 








^ 







Get Cos from the field in the 
Filter mask. Modify Pkt for 
Priority Tagged field. Set 
Regenerate CRC bit. 



N 



// TOS is not modified by 
higher filter mask {The 
DSCP is picked from the in 
DSCP Geld of the Filter 
Mask (only if pkt is Ipv4 ) 
Recalculate IP Checksum. 
Set Regenerate CRC in the 
message.} 




ejgtfisfc foA^ 



35 




Y 


v. action bit set 


Remember to send a copy 
j to CPU. Set the bitO of 
Cpu Opcodes. 




► 

* 3 


1 






Remember to send a copy to 
~ = f Mirrored-to port. 



Drop the packet, but 
continue checking other 
action bits 



Select Output Port 
and Output module 

id from the Rule 
entry as egress Port 
and egress module. 
Set Port Bitmap 
accordingly 



l*fcA*«M*vW for ^ pt4 





3*7 i*J 



r 



■0 



29 



• # 



o 
m 
ui 
nJ 

m 

a 

G 

o 

= 

o 

yj 

O 
O 



9-i 




21 



A 



~7 



i 



7-0 



Figure tffau 



2- 



if 




address 


si ill y 




lUUlVM 


vfitry 






Antrv 

Villi J 


31 


NN 


1 


on 
OU 


MIVI 




^1 


pi pi 


30 


MM 




Oft 






OQ 
&9 


1 i 


29 


t i 
LL 




Oft 






97 


I 1 
UU 


Zo 


Mv 




94 








CF 


27 


■ i 






on 
DU 




9^ 


RF 


Oft 


v^n 


1 

1 


on 
&u 


DA 
DM 




21 






PF 






AB 




19 


AC 




HP 




16 


Y 




17 


AA 


23 


BE 


i 


14 


V 




15 


X 




on 

DU 


( 


12 


S 




13 


T 


91 


or 




10 


Q 






R 


20 


BA 




8 


M 




9 


N 




Ml/ 




6 


K 




7 


L 




AD 


( 


4 


G 




5 


j 


1 7 


AA 

MM 




2 


D 




3 


E 


I D 


Y 
T 




0 


B 




1 


c 


4 ft 


Y 
A 


( 










14 


V 


\ 










1 o 


1 










•i o 
1^ 


Q 

o 










1 1 


D 
K 










10 


Q 










9 


N 










8 


M 










7 


L 










6 


K 










5 


J 










4 


G 










3 


E 










2 


D 










1 


C 










0 


B 












Sg/ect Output Port and 
Output port module in 
thffjiuie entry as egress 
Ppfi and egress module, 
^Set Port Bitmap 
iy accordingly. 



Set the Drop Precedence 

bit to I. 
Set the CNC bit in the P- 
Channel 



M3-I 



LI 



if packet should be dropped due to FFP. Port 
Bitmap =0 

If a copy should go to CPU or source search said 
C* 

Port Bitmap = Port Bitmap / (1 « CPU) 



; 4*'*- 

Get PortBitmap and AND with Forwarding Port 
Reg and AND with -Active Port Reg 
corresponding to COS Queue selected (after going 
through the Cos Mapping using COS Select 
Register) AND -HOL Register, to get the egress 
PortBitmap 

Look at M Bits of Port Based VLAN table. 





Remember to send 
the packet to 
Mirrored Port 



Remember to send 
the packet to 
Mirrored port 



N 




^r hi.* 



Remember to send 
the packet to 
Mirrored Port 



M 



37 



Out-Profile 
Actions 




Remember to send 
a copy to CPU. Set 
the bitO of Cpu 
Opcodes. 





Drop the packet 
but continue 
checking other 
action bits 



If TOS is not modified 
by higher filter mask { 
The DSCP is picked 
from the Out DSCP field 
of the Rule (only if pkt is 
Ipv4) 
Recalculate IP 
Checksum. Set 
Regenerate CRC in the 
message.} 




Set the Drop Precedence 

bit to 1. 
Set the CNG bit in the P- 

Channel 




32 









> 


/ 


o 

Ul 




ni 
W 

£3 

□ 




/ 


C3 r 

S 

yj 

U 




o 

□ 



# • 



Set portbitmap^O 
If (C State or a copy 
should go to CPU 



portbitmap - 

ifio rn T 1 




Pick up the CoS Queue value from 
DSCP priority Queue. 



If FFP_DSCP - t or DSCPJlag = 1 
then change the DSCP field, recalculate 

IP checksum, regenerate CRC. (The 
DSCP field will come from FFP logic if 
FFP_DSCP=1 else from DSP logic) 

LI 



# # 



q5-\ 



LI 

Get PonBitmap and AND with Forwarding Port 
Reg and AND with Active Port Reg corresponding 
to COS Queue selected (after going through the 
Cos Mapping using COS Select Register) AND 
HOL Register, to get the egress PortBitmap 




# m 



Initialize 
Lp = 0 
Lc = 0 



Packet Arrival 



M*5 

Count++ 



Cj 
aj 
U1 
ry 
m 
a 

CI 

= 

a 
w 

-J 
Cj 
Cj 



Select egress 
tnjnk por, i. 
according to Rules 





Select egress 
trunk por, i. 
according to Rules 
logic 



N - the number of bits 
accounts for IPG and 
preamble 



Yes 



40 



A ) 



-Yes- 



This frame is a J 
ca nictate to switch | 
the flow to another ! 
link I 



Select the next 
port, j, according 
to the Rules logic 

\ 



^Any more port: 
to check 




i nere are no more 
egress trunk ports 
that satisfy the 
criteria to switch 
flow to another 
Jink 



Queue this frame ! 
on link i 



Done 



Queue the frame 
on link j 



Update the Rules 
logic to reflect the 
new mapping to 
port j 



\ 








i 






Reset switch bit , 




Reset count 






i 



Done 





1 Gb/s 
port 



Ingress ports (e.g. 100 Mbps) 




10/100/ 
1000 Mbps 
Switch 



/ 




/ 


/ 




/ 


/ 




/ 



/ 



/ 



"Idfr Masala "I^T Masala Masala "ftir Masala"!^" Masala 



HWM — ?F 




Egress Trunk Group 





m the Idli buffe: 

Set the port 
unavailable for 
frames from the 

gigabit port 



Select the 
nextavaitable trunk 
port (e.g. round 
robin} 



Switch frame to 
the next egress 
trunk port buffer 



Update the 
mapping table 



s 



Done 




Set this port 
j available for 
" frames from the 
! gigabit port 



Fit-wee 



# ft 



2X2X4 = 16 QUEUS 




0 -~ # 



Packet Anives 



Determine dest 
SM, dest port, dest 
COS 




J the dest f 
nonrtored?^ 





ts 
f 


Run the pre- 
schedle algorithm 


\ 


t 


Check the status 
of egress COS 
queue 


\ 


f 



5*5-3 



Egress Port/COS Queue 
Status 

F = Full 
AF = Almost Full 
AE = Empty 
E = Empty 




S5^ 



-He- 



Send the entry to 
the COS queue 



SSI 




Select next COS 
queue according 
to predetermined 
scheme, e.g. RR 



s yoo > 


Drop Packet 







Done ^ 



sr. % 



RUn Scheduler 



